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Border Search Of Cellphones May Need Justices'
Input
By Sarah Martinson

Law360 (July 2, 2020, 5:14 PM EDT) -- American travelers are uncertain of what rights they have
when border agents ask to search their cellphones, especially after conflicting rulings from circuit
courts, and the U.S. Supreme Court may be the only forum where travelers can get certainty.

Border agents can search travelers' belongings at U.S. ports of entry without warrants under an
exception to the Fourth Amendment, which prohibits unreasonable searches and seizures. However,
the Eleventh Circuit answered the question of whether this exception applies to cellphones differently
from the Fourth and Ninth Circuits, and the question is also pending before the First and Fifth
Circuits.

While the Eleventh Circuit flat-out ruled that border agents don't need a reasonable suspicion to
conduct phone searches, the Fourth and Ninth Circuits concluded that agents do need at least a
reasonable suspicion to conduct forensic searches at the border. The federal government has asked
the full Ninth Circuit to reconsider its panel decision.

With the appellate courts divided and the possibility of further conflicting decisions, travelers are left
uncertain about what their rights are, and border agents don't have universal guidelines about when
they can search and seize travelers' cellphones. Instead, federal agencies such as U.S. Customs and
Border Protection have to provide border agents different instructions about phone searches
depending on the court jurisdiction of a port of entry.

"Depending on what airport you fly into, your privacy is going to be better protected or not protected
at all," Electronic Frontier Foundation senior staff attorney Sophia Cope, who is challenging the
lawfulness of border cellphone searches at the First Circuit, said.

According to CBP, the agency processed more than 400 million travelers at U.S. ports of entry in
2018 and 2019, conducting electronic device searches on less than 0.01% of those travelers, coming
out to roughly between 33,000 and 40,000 phone searches.

"CBP's ability to lawfully inspect electronic devices crossing the border is integral to keeping America
safe in an increasingly digital world," an agency spokesperson told Law360, adding that it has strict
internal guidelines "to ensure that these searches are exercised judiciously, responsibly and
consistent with the public trust" and "expects its employees to conduct their duties in a professional
manner and to treat all members public with dignity and respect."

However, when CBP agents search travelers' electronic devices, they are accessing information about
more than just those travelers, including emails and names stored as contacts, effectively invading
the privacy of millions of people and in some cases violating federal law by accessing private health
records and attorney-client privileged information.

"If there is privileged material on the device, you can assert that and tell the officer, 'Please don't
search these specific files on the device because they are protected.' But whether or not that
happens depends on the individual officer who is conducting the search," said Danielle Rizzo, the co-
head of Harris Beach PLLC's immigration practice and a member of the American Immigration
Lawyers Association.
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Such a situation is before the Fifth Circuit in Anibowei v. Lynch, where Texas immigration attorney
George Anibowei has claimed that in the last four years, border agents have seized and searched
his cellphone five times without warrants, making them privy to confidential attorney-client
communications.

Anibowei's attorney Andrew Tutt, an associate at Arnold & Porter, argued to the circuit court that the
searches violated the Fourth Amendment and that border agents need a warrant to conduct
cellphone searches.

"The question presented — whether the government can search and copy the entire contents of
anyone's cellphone at the border without a warrant or even reasonable suspicion — is an issue of
momentous legal and practical importance that strikes at the core privacy interests protected by the
Fourth Amendment," Tutt told Law360.

In the First Circuit, both the federal government and U.S. citizens are appealing a Massachusetts
federal court ruling that border agents need to have reasonable suspicion that a traveler is
carrying some sort of contraband on a smartphone or laptop before they can search those devices.
The citizens have argued that border agents need to have warrants to conduct searches of electronic
devices.

"Because we don't have an answer on this issue of whether a warrant is required or whether even
any suspicion is required, anyone's cellphone can be taken and not returned for no reason at all,"
said Sharon Barney, a partner at Leech Tishman Fuscaldo & Lampl LLC in the firm's Immigration and
Family Law Groups.

The closest the high court came to ruling on this issue was in the 2014 case Riley v. California , in
which the justices determined that law enforcement officers can't search cellphones of individuals
under arrest without a warrant. However, officers can search an individual's physical person and
belongings for evidence of a crime without a warrant under the Fourth Amendment.

But circuit courts' application of Riley have been mixed, leading to the divided rulings between the
courts.

Besides the Riley case, the Supreme Court has only issued rulings on digital privacy in Carpenter v.
U.S.  and U.S. v. Jones . The high court ruled in the 2014 Carpenter case that the federal
government generally needs a warrant to access historical cellphone location records. In 2012,
the justices concluded in Jones that police need a warrant to attach GPS devices to suspects'
vehicles.

Given the limited amount of case law the high court has on digital privacy, legal experts say the
justices are likely to take up more cases addressing the issue.

"The Supreme Court is still trying to develop a body of law that will govern privacy of internet
communications and data," Tutt said.

An alternative to the Supreme Court weighing in would be for Congress to pass legislation clarifying
whether border agents need warrants or even reasonable suspicion to conduct phone searches.

The legislative branch would have the advantage of being able to hold hearings and conduct
additional fact-finding before crafting a bill to address the issue. However, such a law may be difficult
to pass in a divided Congress in an election year.

"The courts only have the set of facts that are before them from the particular case that they are
hearing and from prior precedent, which doesn't give them access to the full breadth of information
that would be needed to create a coherent and consistent rule," Rizzo said.

The Eleventh Circuit, which departed from the Fourth and Ninth Circuits, also invited Congress to
pass a law that would provide travelers with greater protection from cell phone searches at the
border.
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Lawmakers did introduce two bills — the Protecting Data at the Border Act and S.2694 — last year
that would limit border agents' power to conduct phone searches. Both proposed laws would require
border agents to have reasonable suspicion to conduct manual searches and a warrant to conduct
forensic searches of U.S. citizens' electronic devices. However, the bills have seen no action since
they were introduced.

Orin Kerr, a professor at University of California, Berkeley School of Law who specializes in computer
crime law and has argued before the Supreme Court, said that it would be better for Congress to
create legislation addressing border phone searches.

"The Constitution is a blunt instrument in this area," Kerr said. "It is hard for the justices to come up
with a clear rule that changes over time in appropriate ways."

--Editing by Adam LoBelia.

All Content © 2003-2020, Portfolio Media, Inc.


